OcHoBHBbIE TIPaBUJIa 0€30IIACHOCTH B CE€TH
HNuTepHer

bynbTe akKypaTHBI CO CChUIKAMH,
COAEPKAIMMHUCS B DJIIEKTPOHHBIX MOCITAHUSX.
OHM MOTYT BECTHU COBCEM HE TyAa, Kyla
yKa3bIBaeT TEKCTOBAsI HUH(POpMAITHSI.

He otnpapnsiite KOHQUICHINATBHYIO TUYHYIO
WK PUHAHCOBYIO MH(POPMALIHIO, €CIIH TOJIBKO
oHa He 3amudpoBaHa (Ipu padoTe Ha
3aluIIeHHOM BeO-caiite). OObIYHbIC MUChMA 10
AJIEKTPOHHOM MOUTE HE MUPPYIOTCS.

bynbre BHMMAaTenbHbI! DanblIUBBIE, TOXO0KUE HA CANTHI KPYITHBIX
KOMITaHU# BeO-CalThl, IpeAHA3HAUCHBI JIJI1 0OMaHa KIIMEHTOB U cOopa ux
TudHOU uHpopmaruu. Y 0eaurech, 4To BeO-CalThl, C KOTOPbIMU BhI
paboTaeTe, coiepKaT 3asABICHUS O COOIOCHUN KOH(PUIECHIIUATIBHOCTH U
0€301acCHOCTH, U BHUMATEIbHO UX U3YYUTE. Y 0eIuTeCh, 4TO HEOOXOAMMBIHA
BaMm URL mosiBiisieTcst B mMoJjie «aapecy WU «y3ei» Ballero opaysepa.
HexkoTopbie BeO-caliThl MOTYT Ka3aThCsl TOXOKUMH Ha HE0OXoauMbIN Bawm,
HO B JICHCTBUTEIBHOCTH OBITh (pasibcudunnpoBanHbiMu. [loTparsTe
HECKOJIBKO JIMIIHUX CeKYH U Hareuaraiite URL nu4Ho.

[Tpu nepenave koHPUACHIIUATBHONU HH(DOPMAIIMY UIITUTE CUMBOJI 3aMKa B
IPABOM HIKHEM YTIy BEO-CTpaHUIIbl. DTOT CUMBOJI YKa3bIBAET Ha TO, YTO
calT paboTaeT B 3alIUILIEHHOM peXUMe. BbI TOIKHBI YBUIETH €T0
[TPEX]IE, uem Bl BBenieTe koHGUISHIIHMATBHYIO HHPOPMAIIHIO.
Ucnonezyiite Hanexubie naponu wiu [IMHbI 11t Bamux cuetos B
HNurtepuere. Beibupaiite ciioBa, KOTOpBIE APYTUM OyIET TPYAHO yraaaTh, U
VCIOJIb3YUTE PAa3HbIN NAapoJib 1 Kaxaoro Bamero cuera. Mcrionb3yirte
OYKBBI U ITU(DPHI, @ TAK)KE COYETAHNE 3aTJIABHBIX U CTPOYHBIX OYKB, €CIIN
naposu unu [TMHsI pa3nugaroT cTpodHbIe U 3aryIaBHbIC OYKBBI.

[Ipu BeIXOJI€ U3 MPOrpaMMBbI JI€JIAUTE 3TO B COOTBETCTBHUU C
YCTaHOBJICHHBIMU TIporieypamu. He 3akpeiBaiite OGpaysep mpocto Tak!
BrImmoHsANiTe HHCTPYKITUHN 110 BBIXOY U3 0€30IMacHOM 30HBI JIJIs
obecneuenus Bameit 0e3onacHocTH.

N3beraiite ocyIecTBICHHS JTFOOBIX 0AHKOBCKHUX OIEpallMid B MECTax, TIe
yciyru UHTepHeT ABIstoTCs 001eI0CTyTHBIMU, Hanipumep B UHTepHeT-
kade. OUeHb TPYIHO OMpPEAETNUTh, OTCYTCTBYIOT JIM HA TAKMX KOMIThIOTEPAX
XaKepCKUe MPOrpaMMbl, KOTOpbIe (UKCUpYIOT Bamry muunyio nadopmarmio
u cBeieHus o cuete. Ecnu Bam HE0OX0AMMO OCYIIIECTBUTH OMEPAITHIO C
KOMIIbIOTEpa 00111ero noyib3oBanusd, namenure Bam [TMH ¢ Bamiero
KOMIIbIOTEpA MOCJIE TOro, Kak BbI M0JIb30BaINCh KOMITBIOTEPOM OOIIETO
JOCTyMa. ITO UMEET OOJIbIIIOE 3HAUYCHHE, TaK KaK CYIIECTBYET PUCK
(UKCUpOBaHUS HAXKATHUM KJIaBUII (BKJIIOUYasi HoMepa OAaHKOBCKOM KapThl U
KpeIUTHOU KapThl, a Takke [IMHa) npu noMouu crienraibHbIX TPOTPaMM,
BCTPOCHHBIX B KOMITbIOTEp 00111eT0 A0cTyna, 6e3 Bamiero Benoma.




Jloruun u IlapoJab

Jlorus - 310 Bam yHUKaJIbHBINA UAECHTU(DUKATOP, «UMSD», JAIOIIEE BO3MOKHOCTh
3AIIMTUTH Ball MOAKIIOUYECHHBIA K CEeTH KOMITBIOTEP OT HECAHKIIMOHUPOBAHHOIO
BXOJa B CETh ApyruM JuloM. [Ipu peructpannu B Halllel CETU BBl YKa3bIBACTE
CBOM JIOTMH U BBOJUTE IapOJIb, U3BECTHBIN TOJIHKO Bam.

OcHoBHbIe npaBuiia oopamenus ¢ Jlormnom u Ilaposem

[Toxanyiicta He cooOmaiite Bam mapons apyrum aumam!

He orBeyalite Ha 1ociaHus 110 3JEKTPOHHOM ITOYTE ¢ 3alpocaMu 0 Bammmx
JUYHBIX JAHHBIX !

OTtHocHTECH C MOAO3PEHUEM K JIFOOON KOMITAHUM WUJTH JIMILY,
3ampalinBarolUM Bai naposb, HOMep nacnopra Ui ApYyryro
KoHuaeHManbHy0 nHpopmanuio. Cotpyanuku komnanuu NetByNet
HUKOT'JIa HE 3amnpaiuBaeT HH(OPMAIMIO TAKOTO PO/Ia MO AIEKTPOHHOM
noure.

[Iepuoanuecku nNpoBepsUTE CBOW KOMIIBIOTEP AHTUBUPYCHOM ITPOTPaMMON
Ha OTCYTCTBHUE MTPOTrPaMM-ILITMOHOB, KPaAyIINX MAPOJIH U JINYHBIE JaHHBIE.
[TomHuUTE 4TO BCE AEHCTBUS COBEpILIEHHBIE N0/ BamyMu norunom/naposeM
IOPUANYECKU CUUTAKOTCSA COBEPILIEHHBIMU Bamu.

Bupycsl

KomnerotepHblidi BUpYC - 3TO MporpamMMa, Hapylaronias HeJI0CTHOCTh
nHGOpPMAIINH HA BallleM KOMITBIOTEPE, B OTACIBHBIX CIIy4asiX MPUBOISIIAS TAKKE K
0TKa3y 000pyAOBaHUs, BXOAIIETO B COCTaB Balllero KoMibioTepa. B
COBPEMEHHBIX YCIOBUSIX KOMIBIOTEPHBIE BUPYCHI SIBISIOTCS HEOTHEMIIEMOM
4acThlo HH(GOPMAIINH, COAEPKAIIEHCS B JTOKANBHBIX U ri100aibHbIX (MHTEpHET)
CeTsIX, OJIHAKO, BIIMSAHKUE BUPYCOB Ha paboTy Baiiero koMmmbroTepa MOKHO
HEUTPaNN30BaTh, IPUICPKUBASICH CACTYIOLIUX MPABUII.

OcHOBHbIE IPaBWJIa AHTUBUPYCHOH 0€30MACHOCTH.

YcTanaBnuBanTe 3apeKOMEH/I0BABIINE C€0sl aHTUBUPYCHBIE TPOTPAMMBI
Hecmotps Ha 00mb11101 BEIOOP aHTUBUPYCHBIX CUCTEM, CIEAYET
UCII0JIB30BATh TOJBKO 0€3yCIOBHO 3apEKOMEHI0BaBIINE ce0s HA HAIlleM
pBIHKE MaKeThl. Bbl MOkeTe 00paTUTHCS K HaM 3a PEKOMEHAAIUSIMHU 110
AHTUBUPYCHOMY MpOrpaMMHOMY oOecrieueHnto. ClenyeT Takke OTJaBaTh
MPEANIOYTEHHE XOPOLIO NOAAEPKUBAEMBIM IPOYKTAM UMEHHO HAILLIETO
peruoHa, MOCKOJIbKY, HECMOTPSI Ha TJ100aJIbHOCTh CETH, OOJbINIAS YACTh
BUPYCOB MpUCYIlIa UMEHHO PyHeTy (pycckosizpiuHoMy HTEpHETY).
[lepuoauyecku oOHOBIsINTE Bay aHTUBHPYCHYIO POrpamMmy



o AHTHUBHUPYCHBIE CKaHEPBI CITIOCOOHBI 3alIUIIATh TOJIBKO OT TEX
KOMIIBIOTEPHBIX BUPYCOB, JaHHBIE KOTOPOM COAEPKATCS B AHTUBUPYCHOU
6aze. DTOro HEJOCTATOYHO JJIsl TApaHTUU A0COTIOTHOM 3aIUTHI - XOTS OBl
IIOTOMY, YTO HOSIBIISIFOTCSL HOBBIE BUJIBI BUPYCHBIX porpamm. [loaromy
OOHOBJISITH AaHTUBUPYCHBIE 0a3bl HAJ0 PeryysipHo. YeM yallie BbITOIHAETCS
ATa HECJIOXKHAs omepaliusi, TeM 0oJiee 3alllUIeHHbIM Oy1eT pabodee MecTo.

o bynbre ocTopoxHbI ¢ paiinamu B TUChMax 3JE€KTPpOHHOU nmouThl. Hukorna
HE OTKpbIBAlTE MOI03pUTEIbHBIEC (Pailyibl, MpUIIEAIINE OT HE3HAKOMBIX Bam
JOLIEN.

» Hukorga He 3anmyckaiiTe MpOrpaMMBbl, PUCIAHHBIE HEU3BECTHBIM JINLIOM !
3T0 npaBuUIIO ABJISETCS OOIEU3BECTHBIM U HE HYKJIAE€TCS B MOSICHEHUSX.
Opnnako ¢aiisbl, MOJIyYeHHbIE OT «HAJEKHBIX» KOPPECTIOHIEHTOB
(3HAKOMBIX, KOJIJIET, Apy3eH ), TaKKe MOTYT ObITh HHPUIMPOBaHbI. Bamiu
3HAKOMBIE MOT'YT HE 3HATh, YTO C UX KOMIBIOTEPA HECAHKIIMOHUPOBAHHO
OTIIPABIISAIOTCS MUChMA: BUPYC CIIOCOOEH OCYIIECTBIIATH OTIPABKY OT
Yy’KOro IMEHU HE3aMETHO JJIs Biajenblia koMinbtorepa! [lepea oTkpbiTreM
nar06oro ¢aitna He0OX0AMMO MPOBEPUTH €r0 AHTUBUPYCHBIMU CPEJICTBAMMU.
EcTtecTBeHHO, XOpOIIE aHTUBUPYCHBIE MAKETHI TPOU3BOIAT MPOBEPKY
ABTOMAaTHYECKHU.

o OrpaHuubTe KpYT JUl, NOJb3YIOMHKXCA BaiuM KOMIOBIOTEPOM

o lneanbHbIM BapuaHTOM SBIISIETCS CUTYalLlUsl, KOT/1a HUKTO, KpPOME Bac, HE
UMEET JIOCTyMa K BalleMy KoMnbroTepy. OIHaKO, €CIU 3TO HEBO3MOKHO,
HEO0OXOIMMO YETKO pa3rpaHUYMTh MpaBa JOCTYIIA U ONPEAETUTh KPYT
pa3pelIeHHbIX AEUCTBUN ISl IPYTUX JIUL. B nepByro ouepear 3To Kacaercs
paboTsl ¢ qucketamu u CD, MHTepHETOM U 3JIEKTPOHHOM TTOYTOM.

o JlemaiTe peryiasipHOE pe3epBHOE KOMUPOBAHUE

o BemounHss 370 npaBuiio, Bel cMokeTe COXpaHUTh TaHHBIE HE TOJIBKO MPU

MOpaXEHUU KOMIIBIOTEpa KaKUM-THO0 BUPYCOM, HO U B CITydae Cephe3HOM

MOJIOMKU B allllapaTHOW YaCTH KOMIIBIOTEPA.

He nanukyiite!

MBI HH B KOEM CJIydae HE XOTUM CO34aTh CPEAU NOJIb30BATEIEH BICYATICHUE, YTO
BUPYCHI - 3TO HEUCTIpaBuMas Katactpoda. BUpycsl ABISIOTCS TAKUMH Ke
porpaMmamu, Kak, IOMyCTUM, KaJIbKYJISITOp WU 3anucHas kHmkka Windows. Hx
OTIUYHUTENIbHAS YepTa B TOM, YTO BUPYCHI CIIOCOOHBI pa3MHOKAThCS (T.€.
CO3/1aBaTh CBOM KOIIWUH ), UHTETPUPOBATHCA B Apyrue (ailiibl WK 3arpy30uHbIC
CEKTOPBI, a TAKKE MPOU3BOJIUTH APYTrU€ HECAHKIIMOHUPOBAHHBIEC JEHCTBUS.
["opazno Gonpimii Bpes; CHocOOHBI HAHECTH HEOOIyMaHHBIC JIEHCTBUA,
HaIpaBJICHHBIC HAa HeUTpam3aIuio Bupyca. [Ipu pabore B KOpmopaTuBHON CeTH
cleyeT HEMEIJIEHHO 0OpaTUThCS K CACTEMHOMY aaMUHHUCTpaTtopy. Eciu Bol
MIPOCTO JOMAIIHHUM MOJIb30BATEIb, TO CBSIKUTECH C KOMITAHUEN, Y KOTOPOU Bhl
npuoOpenu aHTUBUPYCHYIO Tporpammy. [IpegoctaBbTe BO3MOXKHOCTh
npodeccruoHanaM 1no3adoTUThCs 0 0€30MaCHOCTH Balller0 KOMIIbIOTEPA, B
MIPOTUBHOM ciydae Bbl MmoxkeTe HaBcerja noTepsiTh HH(GOpMaIMIO, XpaHUBIICIOCS
Ha Bamem komnbrorepe.



B 3akmitouenue cnenyeT 100aBUTh, YTO BPEAOHOCHBIE POTPAMMBbI MOTYT HE OBITh
BHUPYCAMH KaK TaKOBBIMU, HO 0€3yCIIOBHO CO3/1aBaTh TPYAHOCTHU IIPHU paboTe Ha
KOMITIbIOTEpE. DTO MOTYT OBbITh, HAIIPUMEP, TPOrPAMMBI HABSI3UYMBOI pEKIIaMHON
HaIIpaBJIEHHOCTH, 3aHOCSIINE aIPEC CBOCH CTPAHULIBI B CUCTEMY KaK CTapTOBYIO
pu npocMotpe MHTEpHET, U HE TAar0IMe BO3MOKHOCTh €€ U3MEHUTH B
nanbHeieM. [loaToMy, KpoMe aHTUBHUPYCHOTO IPOIPAMMHOI0 00ECIIEUEeHHMS,
HEIUIOXO YCTaHOBUTH porpamMmmbl AdAware, 3alidIIaloOnMe OT TaKUX
BPEIOHOCHBIX MTPOTPAMM.

PabGora uepe3 paguomoaemsbl WiFi

VY 6ecnipoBOAHBIX CETEe OYEHb MHOTO OOIETO C MPOBOAHBIMU, HO €CTh U
paznuuus. J{as Toro, 4ToObl IPOHUKHYTH B MPOBOJIHYIO CETh, XaKEPy HEOOXOAUMO
¢usznuecku k Heil noakmounTbed. B Bapuante Wi-Fi eMmy goctaTouHo ycTaHOBUTH
aHTEHHY B OJMbKaiiiiel moABOPOTHE B 30HE JACHCTBUS CETH.

UTo K€ TeOPETUIECKU MOXKET MOJTYUYUTh 3JI0YMBIIIJICHHUK B OECITPOBOIHOM CETH,
HACTPOMKE KOTOPOI HEe OBLIO yJIeJIEHO JOJKHOTO BHUMAHMUS ?

BoT crangapTHbIi CIMCOK:

e JIOCTYH K pecypcaM U JucKaMm mosib3oBateneit Wi-Fi-cetu, a yepe3 Heé - u K
pecypcam LAN;

o TMOACHyIIMBaHUE TpaduKa, U3BJICUEHUE U3 HETO KOHPUACHIIMATIbHON
uHopManmu;

e HCKa)XCHHE MPOXOIAIICH B CETH HH(POPMAIIHH;

e BOPOBCTBO MHTEpHET-TpadPuka;

« araka Ha [IK nonbs3oBateneii u cepBepsl ceTu (Hanpumep, Denial of Service
WIH JTaXKe TIYIICHUEe PaguoCBsI3N);

e BHEJIPEHHUE MOJJICIHHON TOUKHU JOCTYIIA;

e pacchllIKa criama, MPOTHBOIMPABHAS IESITEILHOCTh OT Baiero nmenu.

B cetn NetByNet pa3peniena yctaHOBKa KIUEHTaMU OBITOBOTO O00OPYIOBAHUS Wi-
fi B ensIX TUYHOTO WCIIOIH30BAHMSI M OpraHU3aIu BHyTpeHHeH wi-fi cetn mist
MOIKJTFOYCHHS] HECKOJIBKUX KOMIIBIOTEPOB B TIpeeiax KBapTupbl. Ho Mbl
HACTOSITEIIBHO MTPOCUM YACNATH TOJDKHOE BHUMAaHHUE BOIIPOcaM 0€30MMacHOCTH
Bamrero wi-fi o6opymnoBaHusi.

OCHOBHBIC XK€ TIpaBHJIa TIPY OPTaHHU3AIMH U HACTpOiike yacTHOW Wi-Fi-cetn (ecm
HET 3a/1a4M clIeNIaTh €€ OOIEIOCTYIHOW) TaKOBBI:

o Ilepen moKymnkoi CETEBBIX YCTPOMCTB BHUMATEIBHO O3HAKOMBTECH C
JOKYMEHTAlMEN. Y3HaluTe, KaKUe MPOTOKOJIbI WJIH TEXHOJIOTUH
mudpoBaHus UMM TOAIep)KUBatOTCs. [IpoBepbTe, MOANEPKUBACT JIU OTH



texHosioruu mudposanus Bama OC. Eciu HEeT, To ckayalTe anjaelThl Ha
caiite pa3paboTurka. Eciau psi TeXHOIOrUid HE MOANEPHKUBAETCS CO
ctoponbl OC, TO 3TO AOJKHO MOAIEPKUBATHCSA HA YPOBHE APANBEPOB;
OO6paTtuTe BHUMaHUE Ha YCTPOUCTBA, ucnoiasiytomue WPA2 u 802.111,
IOCKOJIbKY B 3TOM CTaHAapTe il o0ecredeHust 0€30MacHOCTH
ucnonn3yercs HoBbI Advanced Encryption Standard (AES);

Ecnu Touka goctyna no3BoJi€T 3apeliaTh JOCTYI K CBOUM HACTPOUKaM C
OMOLIBIO OECITPOBOIHOTO MOJIKIIOUEHHUSI, TO UCIIOJIB3YHUTE 3Ty
BO3MOXHOCTh. Hactpausaiite AP Tonbko o npoBogam. He ucnosnb3yiite no
paauo nporokoia SNMP, web-unrtepdeiic u telnet;

Ecnu Touka goctyma no3BoJisieT ynpaBisiTh JOCTYIIOM KJIHeHTOB 1o MAC-
anpecam (Media Access Control, B HacTpoiikax MOXKET Ha3bIBaThCA Access
List), ucnonb3yiite 3Ty BO3MOKHOCTb. X0Ts1 MAC-azipec 1 MOKHO
MOJIMEHUTH, TEM HE MEHEE ITO JIONOJTHUTEIbHBIN Oaphep HA MYTH
3JI0YMBIILJICHHUKA;

Ecnu o6opynoBanue mo3BoJsieT 3anpeTuTh TPAHCIALNIO B 3GUp
unentudukaropa SSID, ucnonb3yiTe 3Ty BO3MOXKHOCTH (OIIITUS MOXKET
Ha3biBaTheA ""closed network"), HO u B aToM ciryuae SSID mMoxeT ObITh
nepexBadyeH P MOAKITIOUEHUH JISTUTUMHOTO KJIMCHTA;

3anperute poctyn ais kiaueHToB ¢ SSID nmo ymonuanuto "ANY", ecnu
o0opyaoBaHUE MO3BOJISIET 3TO JeNaTh. He ucnonp3yiTe B CBOMX CETSIX
npocteie SSID - npuaymaiite yTo-HHOYAh YHUKAIBHOE, HE 3aBsI3aHHOE Ha
Ha3BaHUE Ballleil OpraHu3aliuy U OTCYTCTBYIOIIEE B ClIOBapsix. Brpouewm,
SSID ne mudpyeTcst 1 MOKET OBITH JIETKO MepexBavyeH (MU MOJICMOTPEH Ha
[IK kimenTa);

Pacnonaraiite aHTEHHBI KaK MOKHO JaJbIlI€ OT OKOH, BHEIIIHUX CTEH
3[1aHUA, a TAK)KE OTPAaHUYMBANTE MOIHOCTH PAIUON3ITyUEHUS, YTOOBI
CHU3UTH BEPOSITHOCTD MOJKIIOUEHUS «C yIulbD». Mcronb3yiite
HaIlPaBJICHHbIC AaHTEHHBI, HE UCTOJb3YUTE paluOKaHAN [0 YMOIYAHHIO;
Ecau ipu ycTaHOBKE JIpaliBEpOB CETEBBIX YCTPOMCTB IpeiaraeTcsi BIOOp
mexay Texnonorusmu mudposanuss WEP, WEP/WPA (cpennwmii Bapuanr),
WPA, BeiOupaiite WPA (B MasbIX ceTSX MOKHO HUCIIOJIB30BATh PeXUM Pre-
Shared Key (PSK)). Ecnu ycTpoiictBa He moanepxkuBaior WPA, To
oOs3aTenbHO Biiovaiite xots 061 WEP. [Ipu BeiOOpe ycTpolicTBa HUKOTIa
HE IpuoOpeTaiiTe To, YTO He moaaepx uBaet gaxe 128bit WEP.

Bceraa ncnonp3yiiTe MaKCUMAJIBHO JJIMHHBIE KITFOYH. 128-0UT - 3TO
MUHUMYM (HO €CJIM B CETH €cTh KapThl 40/64 OUT, TO B 3TOM cllydae ¢ HUMU
BbI HE CMOXETEe coeAMHUTHCA ). HuKkorna He mpomnuceiBaiiTe B HACTPOIlKax
POCTHIE, «1€(POIITHBIC» WU OUEBUIHBIE KIIFOUU U MAPOJH (JIEHb POKICHUS,
12345), mepnoanueck X MEHIUTE (B HACTPOUKAX OOBIYHO UMEETCS
yIOOHBIN BBIOOP U3 YETHIPEX 3apaHee 3aJaHHbIX KIIOUYEh - COO0IIHTe
KJIIUEHTaM O TOM, B KaKOW JICHb HEJIeJIN KAaKOU KJIH0Y UCIOJIB3YETCS ).

He naBaiite HUKOMY HHQOpPMAIIMK O TOM, KAKMM 00pa30M U C KaKUMU
MapoJISIMU BbI MOAKJIIOYAETECH (€CIIM UCTOJIB3YIOTCS mapoiun). MckaxkeHue
JAHHBIX WJIK UX BOPOBCTBO, a TaKXe MPOCIYyIIMBAaHUE TpaduKa myTeM



BHEJPEHMSI B TIEpE/IaBaEMblil TOTOK - OYEHb TPyJOEMKas 3aja4a npu
YCIIOBUSX, YTO MPUMEHSIOTCS JUIMHHBIE JTUHAMUYECKH U3MEHSIOLIUECS
kimoun. [loaToMy Xakepam mpoiie UCronb30BaTh YEIOBEYECKUN (PaKTop;

o Ecau Bel ucnone3zyere cTaTU4eCKUe KIOYU U NApOJIH, 103a00ThTECH 00 UX
yacToi cMeHe. Jlenath 3To Jydlie 0JJHOMY Y€JIO0BEKY - aIMUHUCTPATOPY;
€CJIM B HACTPOIKaxX yCTPOMCTBA MpeiaraeTcsi BLIOOp MEXKy METOIaMU
WEP-ayrentuduxanuu "Shared Key" u "Open System", BeiOupaiite
"Shared Key". Ecniu AP ne nogaepxuBaeT ¢uabtpanuto mo MAC-aapecam,
To 1A BxoAa B "Open System" nocrarouno 3Hath SSID, B ciyuae xe
"Shared Key" knuent gomken 3Hath WEP-kimt0ou (Www.proxim.com/
support/ all/ harmony/ technotes/ tn2001-08-10c.html). Binpouewm, B ciryuae
"Shared Key" Bo3Mo)keH miepexBar KiIro4a, ¥ PH STOM KITFOY JIOCTyIa
OJIMHAKOB JIJISl BCEX KIMEHTOB. B CBS3M ¢ 3TUM MHOTME UCTOYHUKU
pekomennytoT "Open System";

o OO0s3aTeNbHO UCTIONIB3YUTE CIIOKHBIN MAPOJIb JIS IOCTYIA K HACTPOMKaM
TOUKM aoctyna. Eciau Touka qoctymna He mMOo3BOJISIET OTPaHUYMBATh OCTY
napoJieM, €€ MECTO Ha CBaJIKE;

o Ecnm nns renepanuu Kiroya rnpeasiaraeTcsi BBECTH KIIIOUEBYIO Gpasy, TO
UCTIOJIb3YiiTe Habop OYKB U 1udp 6e3 mpodenos. [Ipu pyyHoM BBojie Kiltoua
WEP BBoauTE 3HaUECHMS AJIs1 BCEX MoJiel Kitoya (MpU MIECTHAAIIATEPUYHOM
3aIlUCH BBOAMTH MOXHO ITU(phI 0-9 u OykBsI a-f).

o Ilo BO3MOXHOCTH HE UCTIONB3YITE B OECIIPOBOJAHBIX CETSIX MPOTOKOJ
TCP/IP nns opranuzanuu narmok, ¢panaoB U MPUHTEPOB 0OIIIETO JOCTYIIA.
Opranuzanus pasaenseMbix pecypcoB cpeactBamu NetBEUI B nanHom
ciydae Oe3omnacHee. He pa3peraiite rocTeBoil 10CTyI K pecypcam 00IIero
JOCTYTIa, KCTIOJIb3YUTE JJIMHHBIE CIIOKHBIE TAPOJIH;

o Ilo BO3MOXHOCTH HE HCIIOIB3YyHTE B OectipoBoaHoi cett DHCP - BpyuHyo
pacrpenenuTs ctatuueckue [P-agpeca Mexay JTErMTUMHBIMYA KIMEHTAMHU
Oe3ormacHee;

o Ha Bcex IIK BHyTpHu 6ecipoBOIHOM c€TH YCTaHOBHUTE (haiilepBOJIIBI,
cTapaiiTeCch HE YCTaHABJIMBATh TOUKY AOCTyIa BHE OpaHAMaya3pa,
UCIIOJIb3YHTE MUHUMYM MPOTOKO0JIOB BHYTpH WLAN (Hanpumep, TOJIbKO
HTTP u SMTP). Jleno B TOM, 94TO B KOPIIOPATUBHBIX CETSIX (haiiepBoLI
CTOUT OOBIYHO OJMH - Ha BBIXOJIE B MHTEPHET, B3JIOMIIUK K€, MTOTYIHBIIHIMA
noctyn uepe3 Wi-Fi, moxxet monacte B LAN, MUHYSI KOPTIOPATUBHBIN
datiepBoi;

o PerynspHo uccienyite ysi3BUMOCTH CBOEU CETH C TOMOUIBIO
CHELUAIN3UPOBAHHBIX CKAHEPOB 0E€30MACHOCTH (B TOM YHCJIE XaKEPCKUX
tuna NetStumbler), 0OHOBSHTE IPOITUBKY U IpaiiBepa yCTPOUCTB,
yCTaHaBIMBaTe 3amuaTky st Windows.

[Toxanyiicta HOMHUTE, YTO MPpU KoMmpoMeTaluu Bamieit wi-fi cetu u
COBEPILICHUH 3JIOYMBIIIJIECHHUKOM IPOTUBONPABHBIX AercTBUlA B CeTn oT Bamero
HMMEHH, JI0Ka3aTh Bally HemprU4acTHOCTh OUYEHb CIIOMKHO.
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